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Make this Session a Hit

» What areas must
be touched upon
to make this a hit?

» What burning
Issues do you
need addressed?

» This session Is
driven by YOU!




Topics To Be Covered Today

Tips and techniques

Filters, Flags, &
Search Folders

Spam

Phishing emails

Security

Learning more




Tips and Techniques




Tips and Techniques

#1 use more than one email address:

B Business (may even consider 2...)

B Personal

B Web-based email (Gmail, Hotmail) — for travel
B and...Disposable

#2 Don’t use your business address for
anything other than business

B Use aseparate email address for listservs and
other public uses....let these emails build up
elsewhere...




Tips and Techniques

#3 Use your inbox only to gather mail

B Not as arepository for To-Do’s, memos,
meeting notes, reminders, attachments,
events, addresses, URLSs etc...

B Put those items in folders or in your
Practice Management Software
(TimeMatters, Amicus Attorney etc...)

#4 Clean out your inbox ...now

B Need a fresh start...by filing the emails (not
dealing with them right now)




Tips and Techniques

#5 Organize into sub-folders

B Clients - Open

1 Sub-folder for each client

Clients — Closed

Administration (e.g.. accountant)
Informational (e.g.: mailing lists)
Personal

#6 Backup the Outlook.pst file




RSS — Really Simple Syndication

Get the information you want when you want it

B Separate current awareness from correspondence

How to get started:

B Get a reader
[0 Outlook 2007 / IE7 / Firefox
[l FeedReader (download)
L1 Bloglines (web-based)
L1 MyYahoo (web-based)
B Subscribe to Feeds
[1 Feedster
1 Syndic8
] Look for gzmor




( ; . | Add your Grmail inbox to the Google homepage.
M I You are currently using 4924 MB (69%) of your 7046 MB.

Gmail.com

Arguably the world’s best web-based maill
Free, and available to anyone

HUGE capacity!! 7,000+ megabytes
Automatic threading of discussions
Automatic notifier (with download)
Automatic spam filtering

Forwarding, sighatures and much much
more!!




..or Zoho!
_ BEG) Mai

Zoho Mail - Relating Zoho with the world

An email solution that is not anly robust & secure but also gives you,

Personalized Email Address
allows wou to have personalized (@Ewourdomain.com) email hosting

Folders & Lahels
lets ywou choose hetween folders and labels instead of forcing you into one

Spam Protectioh
@ fights spam the anly fool-proof way, by constantly learning from your actions

i Best Integratioh
e+ provides best intedgration with the other productivity services fram Zohao



Filters




Filters in Outlook

T 2 Once you have filters
! Fle Edit View Go |Tools | Actions Help bUlIt, you can have your

: SNew - | F 0 X Send/Receive 3

e mail automatically filed
CaoymFoticr o) AdcressBook. CoishRE into folders as you wish

(=) Inbox £

-4 U"-'-’fal?:f"-faﬂ"'l Li\.i Rules and Alerts, .. > .
'-i:l gz;iiﬂn::m Mailbox Cleanup. .. == Dor yO U Can U Se fl Iters

All Mail Folders \a Empty Deleted Items” Folder to au to m atl C al Iy d el ete

= €4t Personal Folders Eorrms s

e = ~ junk mai
® [5) Inbox Speech

S ouer =l gcourts.. dUse the exceptions

[ sent Ttems Customize. ..

e and variations to suit
your situation




Filters in Outlook

Rules and Alerts

Rules Wizard

E-mail Rules I.I-'v‘lanage Alerts |

Lf}-ﬂew Rule... ange Rule » 53 Copy... >( Delete | &

Run Rules Mow... Options

“Win the order shown)

| Actions

Oxygen3

Ex?

Rule description (dick an underlined value to edit):

Apply this rule after the message arrives
with Oxyagen3 in the subject

and on this machi
move it to the |

QK

] ’ Cancel

I

Apply

(%) Start creating a rule from a template
() 5tart from a blank rule

Step 1: Select a template

Stay Organized
L3 Move messages from someone to a folder

i ™Y Move messages with specific words in the subject to a folder
L3 Move messages sent to a distribution list to a folder
x Delete a conversation
¥ Flag messages from someone with & colored flag

Stay Up to Date
2. Display mail from someane in the New Item Alert Windaw
4l Play a sound when I get messages from someone
a Send an alert to my mobile device when I get messages from someone

Step 2: Edit the rule description (dick an underlined value)
Apply this rule after the message arrives
with spedific words in the subject
maove it to the specified folder

Example: Move mail with Project in the subject to my Project folder

Next> | [ Finish

Cancel

o




Filters in Outlook

UIES WiZard

Which condition{s) do you want to check?
Step 1: Select condition{s)
with specific words in the subject

L1 fr

] th Search Text

I:l kL=
[
D Mg |
D My
[ fiz
1w
[
[
D =g
[ wi

Search list:

Step 2

"Technolawyer”

Specify words or phrases to search for in the subject:

Ok H Cancel ]

with spedific words i

Cancel

] [ < Back

| mext> | [ Finish

UIBS WiZard

What do you want to do with the message?

Step 1: Select action(s)

v mave it to the specified E!HE'

£

il
T

E : = ==
il Rules and Alerts
[ delete it
[ ] permanently delete it Choose a folder:

[] move & copy to the
[ forward it to = (-:-_{,ff Personal Folders Ok,
[ forward it to | calendar
[T reply using (85 Contacts
[[] flag message for 1a) Deleted Items
[] fiag message with (7| Drafts
[] dear the Message Flag =
E m.?rk itas 5 Journal
print it [5@ Junk E-mail
o | Motes
Step 2: Edit the rule descrip () Outbox
Apply this rule after the m L= sent Items
with Technolawsert q & Tasks
move ifto the spedfied fo
1
Cancel ] [ < Back ][ Mext = ] [ Finish




Flags




Flags in Outlook

Use flags to follow-up for

Incoming and outgoing e-
m ai I -Eu:lnm'rze E|g

Tookars | Commbnds | (ptions
Numerous action options n_uﬂdmﬂm:;;@:wmw
and colours . @ glouw
Uses pop-up reminders of e
for you or recipient e

Arrange by colour for at-
a-glance priorities




Flags in Outlook

S, 4| 01| gl From alE=
Careers@AcquityGroup.co... Acquity Group's CareerEdg... Thu 117372, —
PCMag.com's Security Wa... security Watch: Anti-¥irus ... Thu 11,-’3,-’2(.. ¥

Subject | Received

Michael Maw Training
LII Posting Team [LII Mew This Week] Move.. Bed Flag
eWEEK's Wireless & Mobil... Mot Your Father's BlackBer, ¥ Blus Flag
Gary Price ResourceShelf Newsletter .| % Yellow Flag
PC Magazine ProductWire  First Looks: $50 Inkjets; Th ¥ Green Flag
Cybersource Transaction Insider: Q3 Re.

% Orange Flag
Borek, Kewin Broken Listsery Links

LIN Web Audio Conferences Web Audio Conference - PR ¥ Purple Flag

eWEEK's eMews & Yiews ™S Adds PC Security Tools | < Flag Complete

=]
=]
=]
=]
=]
=]
=
=]
=7
=]
=]
=)
=)
=
=
=

Mekrarmiz , comm Best Bartenders * Mew restaur,
Security \Wire Perspectives The evils of password manage, Clear Flag | agging rmarks an iterm to remind wou that it needs to be Followed up. After
P Magazine Prodiirkwire aprint's Mnhile Content Rewnlnt - I ez s itlaeyzel U g o e it e g 262,
: = Set Default F
ABA Skaff Benefits FACXS - OPEM EMROLLMENT LIP Flag to: Ica" j Flag color: I vI
—] 10 Macias, Laura Wed 11/2/20...
Due by: IM-:unu:Ia';.f, Movember 14, 2005 j |12:IZIIZI A j
[~ Completed

Clear Flag | Ok, I Cancel |




Flags in Outlook

E® untitled - Message (Rich Text) =] E3
File Edit Wiew Insert Format Tools  Actions  Help
=send | [ & & ) T Attach as Adobe POF | [ 8 | o4 ¥ i ﬁ
[arial -||[n -] B /7 U|=E = = = iE ;?B
=

I'l Flag for Follow Up

it has been Followed up, you can mark it complete,

Flagaing marks an ikerm ko remind wou that it needs to be Followed up, After

_te |
_ e |
[ B |

J Flag color: I "I

[
II: Elag to:

Subject: —al J
Due byi |Do not Forward I’“‘-":""E A
M=l B3
For Your Information ks Actions  Help
Forward
Clear FlMo Response Mecassary . = I Cancel | = —é v 5} -j X a-o-@ &B
Avrial - | 10 vﬁBIQEEEEE?EEE
(Review by Monday, Movember 07, 2005 1:30 .ﬁy |
Fraom: Sanders Reach, Catherine Sent:  Tho 11)3/2005 5:21 PM
To: Sanders Reach, Catherine
o
Subject:  Rewiew please




Flags in Outlook

Favorite Faolders

[ Inbax
3 Unread Mail

L5 Sent Items
&l Mail Folders

3 For Follow Up [5]

Ly

= [ Inbas

= 26 Mailboz: - Annetts Hil A
fa) Deleted Trems
L7 Drafts [1]

[ PM Info
[ UI Discussion
L@ Junk E-mai

[ Outbox
(=4 Sent Items
= [l Search Folders b
— — ——saaaae
4 Mail

=1 Chris Gray Thu &/21

Arranged By: Flag |Fed on top

= RedFlag

e cuskamer service nu...,

i1 Jeff Pike Thu 8/21

Plan fFor Jo's upcoming birt. ..

= ellow Flag

. R A

=1 Chris Gray B/15/2003
new cuskomer service num..,

=4 Frank Zhang 8152003
Hawve wou seen Garretk?

Contoso Pro
A Annette Hill

F|:||||:| AL FI

To:  Annette Hil
Co: Chris Gray

Hi Annette,

Can you please
praposal?

Thanks,
Chris

iZontosao P
cammitme
an affordat
distribute p
inventary a
working wi
distribute
helps achie
centralizati
OMmMrRs=r=




Flags in Outlook 2007

Arranged By: Conversation

Mewest on top

Getting Things Done in Qutlook 2007

‘~] mmacbeth-u2

Mon 10:44 AM

Today
Tomorrow
This Week
Mext Week
Mo Date

Custom...

Add Reminder...

(8 €€~ <<€

Mark Camplete
Clear Flag

5et Quick Click..

WIE%DU




Search Folders




Search Folders in Outlook

Mew Search Folder i x|
Select a Search Folder:
Mail sent directly to me __*_‘

Mail sent to distribution lists
Organizing Mail

Large mail

2l mail

Mail with attachments

Mail received this weelk

fail with specific words
Custom

Create a cuskam Search Folder

L4

Customize Search Folder:

Show messages that conkain these words:

Search mail ing |Personal Folders

Ik

Cancel l

Search folders show
unread messages and
those marked for
follow-up by default

Customizable — will
show any search you
create

Contains copies of
messages - they
remain in the original
folder




Search Folders in Outlook

Folder List

All Folders

1 SLA-LAWY (&)
[ Suspend Listservs
[ Technolawyer (13)
[ west pubs (3)
1 Woody's OFfice Watch (13)
[=I 4 LTRC general
[ LTRC Helpline
[=] [ LTRC Managment
[=I [ LTRC Budget
[ 2005-2006
[ Staff Issues
[ LTRC Marketing
[ LTRC Dutreach
=1 £ LTRC Staff
[ Gordon Kerr
[ Laura Ikens
[ 2Id Skaff
|1 5arah Palmer
[ LTRC/SCOTIS topics
[ 5CoTIS
[=1 [ Tech Survey
[ 2004-2005 Survey
[ 2ld Survews

[ 5Pss
[ Web Audit Bar Associations

[ Professional Development
35

=l (5] search Folders

[l Unread or For Follow Up: [257)

Ell !l 0O |Q|Fram |Su|:|ject |Received |In Folder |“{F’
(=1 1) Speer, Laura Sponsorship Table Thu 3f31... SLALD Dit... K&
,,-_-:?‘ 10 lori.hedstrom@thomson, com January Minutes For DLEG web site wied 3(3.,, LD Website |5
(=3 My CnDemand Update: Your WebTrends Live Account  Thu 3f24... Webtrends 5
a.}‘ member_services@oasis-open.org Mew 0ASIS Membership Agreement Fri 3f11f... Membership [
E:i\h 1l Monica Bay snapshak questionnaire Wied 321, LawTechno.., K&

¥4 Anderson, Louise Hartman BUDGET PREPARATION ALERT Fri 2j25).,, 2005-2006 K
¥ (=1 Anderson, Louise Hartman 05/06 EUDGET PROCESS - A CLARIFIC,,, Mon 2f14,,, 2005-2006 [
,,-_-Z; Running, lames Suggeskion wed 2/9),.. Regrade v
=4 10 Anderson, Louise Hartman FY2005-2006 BUDGET GUIDELIMES, FO,.. Wed 2/2(,,, 2005-2005 |52
(= AMERICAM BAR ASSOCIATION 2005 MIDYE... Acknowledgment-AMERICAN BAR ASS... Fri 1j14)... Midvear 2005 G
(=4 1) airweb@trondent.com Travel Arrangements For Catherine SR, Tue 1/11... Midyear 2005 f
=1 10 Wilhelm, Melissa 2005 Annual Meesting - Update #1 Fri 12/10,,, Annual 2005 K
=1 1 wWilkelm, Melissa Salt Lake City Midyeat Meeting Update #2 Wed 111, Midyear 2005 k=
,,-_—}» 10 Todd Luken ABA Legal Technology Survey Thu 11/1,,, 2004-2005,.. &
,,-_—?* 1l Broussard's Restaurant Fue: wour function For April 15, 2005 wed 11)... Dinner v
,,-_—',; Gusjardo, Richard R, Re: Welcome back - SLA LD Website kalk? Tue 7/20... LD Website [
(=i  Sanders Reach, Catherine Skaff attending CLE at Annual Fri 7J16)... Archive 20... &
,.-_—?“, 1) skatemnent Your June 2004 WebTrends Skatement .. Thu 71),,, Webtrends |32
£=1 10 Livingston, Lisette wed 3f2... Staff Issues
(=1 10 Krupka, Karen Changes to legal division web site progr,.. Mon 3j22,,, LD Website 5=
(=3 Eckert McCall, 3l Zan you view this? Thu 3f11... Career Co... |5
[=y  Hibhitts, Bernard Leqgal news Feed For law library websites  Mon 2§9)... LTRC general [
E:i\h Castroman, Suzanne correction Thu 1f8)... LD Website [
=4 Cunniffe, Charlene RE: Author's night wed 12]... Author's Mi... §E
-1 0 Clairmont, Michelle Final Maestro Checklist Fri 12/1... Maestro L4




Search Folders in Outlook

L3 Unread| - [Mew Search Folder. ..

Process All Marked Headers

NewSearchfolder K

Select a Search Folder:

Reading Mail

Unread mail

rail flagged For follow up

FY
—

Mail either unread or flagged For Follow up
Irmpartant mail
Mail from People and Lists

Mail from and to specific people
Mail Fram specific people
Mail sent directly to me

Mail sent: to distribution lists
Organizing Mail LI

Customize Search Folder:

Search mail in: ISandersC Personal Folders j




Spam




Spam

o~ =X

2/

Options

-~

Junk E-mail Options

Preferences |Mai| Setup || Mail Format || Spelling || Security || Qther |

E-mail
: Change the appearance of messages and the way they are handled.

@E-mail... |} E-mail Options... ]

Calendar
ﬁ Customize the appearance of the Calendar.

M Calendar Options...

Default reminder: 15 minutes

Tasks
aj Change the appearance of tasks.

Reminder time: 2:00 AM &l
Contacts
a = Change default settings for contact and journal.
- Contact Options... ] [ Journal Options... ]
MNotes

Change the appearance of notes,

Mote Options...

QK ] [ Cancel Apply

Options |Safe Senders || Safe Redpients | Blocked Senders | International |

J
|_ a Dutlook can move messages that appear to be junk e-mail into a spedal
_@ Junk E-mail folder.

Choose the level of junk e-mail protection you want:

() Mo Automatic Filtering. Mail from blocked senders is still maved to
the Junk E-mail folder,

{#)Low: Move the most obvious junk e-mail to the Junk E-mail folder !

{3 High: Most junk e-mail is caught, but some regular mail may be
caught as well. Check your Junk E-mail folder often.

() Safe Lists Only: Only mail from people or domains on your Safe
Senders List or Safe Recdpients List will be delivered to your Inbox,

[[]permanently delete suspected junk e-mail instead of moving it to the
Jurk E-mail folder

Don't turn on links in messages that might connect to unsafe or
fraudulent sites. To help protect your security, we recommend that
youl leave this check box selected.

K ] [ Cancel Apply




Phishing Emails




How to Prevent Phishing

You need to be running

Outlook 2003 or 2007

Install the latest Office 2003
Service Pack

http://tinyurl.com/am3tm

I nstall the Junk e-mail filter

update for Outlook 2003
http://tinyurl.com/dsg26

IE7 built-in Phishing Filter




Anti-Phishing cont’d

[1 Dangerous email is automatically
routed to your “junk” mail folder.

1 All formatting has been stripped out
—all html, all pictures — all you see is
straight text.

1 All hypertext links are turned off.

[l If good emails are ending up in your
“junk” folder, then:
B Right-click on one of these emails.

B Then click “Junk E-Mail” and then
“Add Sender to Safe Senders List”.




B

l PMA Advice - —ﬂFiIeMessage #-% LUndo File jQuickF‘ick i lask It L Schedule It @ SimplyFile = J

SimplyFile

[1 The best tool |1 have found
this year... ©

1 Intelligent filing assistant
for Microsoft Outlook

[l “Guesses” the folder that

r—1
an email should go N~ w
1 One click — and it is filed!

[l Speeds up handling the
email avalanche!




Security




Passwords and Encryption

What do:

B “Mon Cheri”, “070956”
“Quebec”, “Admin”’,
“Password’ or a note
stuck to your monitor
have iIn common?

B They are all really
really bad passwords!!

B Don’t store your
passwords in a Word or
_ Excel file...easily found!




Passwords and Encryption

Good Passwords:

B Have upper, lower case letters
and characters

B Are not names, dates or words
In a dictionary

B Change frequently Perfect Passwords
GRC's Ultra High Security
B Are kept *Secret* Password Generator

B —#mlck3yMOube!—

&2 random alpha-nurmeric characers (a-z, A-2, 0-97;

SEYM1GhItnlhaVdiMl j0mTFxMTOl5nNeTl2 fighAdREThwrh3EnlTpsibocCVdse’




Passwords and Encryption

Password Storage Applications:
O Logon King (www.loginking.com)
[0 RoboForm Pro (www.roboform.com)

[l Account Logon
(www.accountlogon.com)

[1 Password Safe - *free*

O (http://passwordsafe.sourceforge.net
/index.shtml)

[l Some allow your to store your
passwords on a USB drive

h
f/'ﬁ ACCOUNTLOGON t Password Safe

simple & mecure Password Management

Llogon o your web accounts with just 1 click |




Antivirus, Anti-Malware
Protection

(A o o HERHE

O

O

Hit with malware...who you gonna
call?

Trend Micro’s “HouseCall”
http://housecall.trendmicro.com

Free scan — tells you what it
found...can then go searching for a
removal tool

wwWw.majorgeeks.com

SpyBot Search and Destroy *USED TO
BE GOOD* (www.safer-
networking.org/Zen/index.html)

Trashed by PC Mag: Worst Tech
Products of Q1 2008

GH#STBUSTERS




Anti-Spyware

PCPro tested anti-spyware products

Their results are at:

B http://tinyurl.com/dmz5n (2005)
B http://tinyurl.com/ock5e (2006)
Winner was (2005,2006 & 2008): §

B PC Tools Spyware Doctor




Antivirus, Anti-Malware
Protection

H
H

)

)

CounterSpy v2
http://www.sunbeltsoftware.com

, symantec.

Norton Internet Security
http://www.symantec.com

*pbeware™ of rogue software:

wwWw.spvwarewarrior.com/Zrogue anti-
spyvware.htm.

Also lists trustworthy software!




Firewalls

i

0 A Yl o

See www.matousec.com — Firewall
Ratings
Excellent rated software firewalls:

Comodo Firewall Pro 3.0.21.329
(freel)

www.personalfirewall.comodo.com
OnLine Armour Personal Firewall
ProSecurity 1.43

Outpost Firewall Pro 2008

C-O-M-O-D-O

Creating Trust Online™



O O

Firewalls

Hardware firewalls:

Usually built into cable and
wireless modems available from:

B Linksys
B D-Link Do B iv0 Vadio bands for tuice the bandwidthe
* Interjne_t-sharing Router and 4-port Gigabit Switch, with
. N etg ear :VFI’LE”“;-SISHJﬂilézls-sbggﬁ':tspee‘j and range enhanced
* Twollsig?ulganzoq;ls{hseparate, radio bands double your
e handwi
. S M C * :1‘;;1!5 technology uses multiple radios per band to
Gibson Research:
[ 11 = 77 = LT . . .
B “ShieldsUP!!” tests a firewall & ® advanced wirsless securty and SPI fremal or
- = # 3D Product View
and its ability to block
iIncoming attacks.

EEREnE
B “leaktest” will check your

firewall for outbound data

security.

to allow access to your music, video, or data files from
within your network, or through the Internet
B Both are available at:
www.grc.com




Anti-virus & Firewalls Software

Certified Anti-virus software:
B [CSA labs tests a-v software

B Results can be found at:

B http://tinyurl.com/aoyns

Certified Firewalls:

B http://tinyurl.com/agmr6 o 4 i:j Web Servers

Database
Semvers




itElEE UPE

Lear N an d TeSt More than 52,333,838 shields tested!

Forewarned is forearmed

Bruce Schneier — CTO

Counterpane Security

www.schneier.com/crypto-
dgram.html

Steve Gibson — Gibson

Research Corp

B www.grc.com — ShieldsUp!,
“Perfect Password
Generator”, LeakTest

Norton Security Check

http://security.symantec.com




Learning More




Bruce Schneier

Crypto-Gram Newsletter

L e ar n i n g M O r e = Ean Latest Issue - Back Issues - Subscribe

More useful information and links:
B www.cusimano.com/lawyers/expo2007

ABA LPM eZine: Law Practice Today

Subscribe to Bruce Schneler’s
newsletter on internet security:
B www.schneier.com/crypto-gram.htm|

Go to www.grc.com — Test your
firewalls, wireless security and more...




Our Thanks!!!

And questions please!

Dominic and David

David J. Bilinsky:

daveb@thoughtfullaw.com

Dominic Jaar:

djaar@ledjit.com




